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Sem-VI Diploma Exam 2024 (Even)
(C.S.E)(Theory)
[Time: 3 Hours] Computer Network Security (2018604A) [Full. Marks: 70]
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Q.1  Answer all questions as directed. (2x10=20) | Marks | CO | BL
FErgarR It ust F IR I)
a) ldentify the odd one out: 2 - 2

a) Need for security

b) Cryptography concepts and techniques
¢) Key range size

d) Substitution transposition
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b) Find the odd one out: 2 - 2
a) Symmetric key cryptography
b) Asymmetric key cryptography
c) Types of attacks
d) Key range size
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¢) The Data Encryption Standard (DES) is a cipher that operates on -bit 2 - 2
blocks of plaintext.
(block, 64/block, 32/block, 16)
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d) The working of DES involves multiple rounds of permutation, substitution, and 2 - 1
operations.
(XNOR/XOR/OR)
DES & HRYUNcl H HHUNGAH, U 3R AT & P GR
M
(XNOR/XOR/OR)
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e) Match the following symmetric ciphers with their names:

a. Rijndael 1) AES
b. RC5 2) Block cipher in RC series
c. RC6 3) Successor of RC5, developed by RSA Security
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f) In Asymmetric-Key Cryptography, is a widely-used algorithm based on the
difficulty of factoring large prime numbers.
(RSA/DSA/SSA)
SA-poll fohPrmt #, 8 MUY TWASM & UGS i
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0) are used to verify the authenticity of digital entities and facilitate secure
communication over networks.
(Digital certificates/Digital signature/Digital pen)
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h) DSA stands for
(Digital Signature Algorlthm/DlgltaI Slgnature Analysis/Digitally Signature Algorithm)

DSA &1 Hdad
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i) In Network Security, is a protocol used to provide secure communication over
the internet, often used for securing websites.
(SSL (Secure Sockets Layer)/DSA(Dlgltal Slgnature Algorlthm))
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) are security mechanisms designed to attract and detect unauthorized access
attempts on a network.
(Honeypots/Honeyballs/Mudpots)
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Group (B) (U -d

Answer all five questions. (¥ U Ui & W &) 4x5=20

Q.2 Discuss the primary goal of computer security, and why is it important.
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Page 2 of 4

2018604A




Q.3

Q4

Q.5

Q.6

Q.7

Q.8

Q.9

OR (31YdT)

Discuss two common approaches to ensuring computer security.

HEeR [T YA A F e & Im= = BH W Faf )|

Explain three principles that underlies computer security practices.

HR YR&M TATS Bl IWifbd B I diF Rigidl Ht qrsn wl
OR (31¥a)

Explain different types of cyberattack on computer systems.

SR ReH IR i TSR & AR gHA i ARHAT B |

Discuss the concept of Feistel ciphers in block ciphers.

e Ry # fihed R &1 s@urom W I=af &% |
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Discuss the concept of DES and how does it work.

SETY WS B ATYRUT R Il P IR I§ HY HH Il ©.

Explain the purpose of the Triple DES (3DES) encryption method.

foua SK¥wa (KT whrwm (Il &1 ITw Tan.
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Mention one side channel attack on cryptographic systems.

fhoufthe Ry IR 99 ISs oFd B0 BT Iwig DY

Compare between Symmetric Key Cryptography and Asymmetric Key Cryptography,

TG dont fPPuTw R Hfd Foit fhurmet & o gar &Y,
OR (373aT)

Compare AES and Rijndael in terms of their cryptographic characteristics.
@1 fpgrnihe fadvdrsll & ded # ey ok Rolsd &1 ga
Gyl

Group (C) (Z9 - ¥

Answer all five questions. (T} TTa e & IR S |) 6x5=30
Explain Side channel attack with examples.

qSS o9d 3ch Dl ISEU Afled JHSISY|
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Explain the working principle of the Mobile IPSec.
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Compare the AES encryption algorithm with another symmetric cipher of your choice.
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Elaborate the working principle of Virtual Private Network.
Y Y [of c o . Y
JY3(T WIZAC Hede & B Nid Pl T |

Explain Elliptic curve cryptography in detail.
Ish TPl &l fadR 4 FHERT
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OR (31YdT)

Explain how RSA works in asymmetric-key cryptography. 6 - 3
ga fF RUAY SREMA-Foll FFouTe! & H¥ S Rl
Q.10 Discuss the concept of digital certificates and their role in Public Key Infrastructure (PKI). 6 - 2

fSfled THOGET P SGURN 3R Wasi-e $Hoft fauRadl (Fdhang)
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OR (3YdT)

Describe the purpose and operation of hashing schemes, including SHA-family. 6 - 2

SHA-URGR afgd AT diommsil & ITT 3R o &1 quia Y|

Q.11  Compare various symmetric key cryptography algorithms. 6 - 4

fafla TAfa Font fhormmt Taniked & ga ®e|
OR (3T

Compare various Internet security protocols such as SSL, TLS, and IPsec. 6 - 4

THUYU, AT SR SMEUNI® o Sex-c WR&T Ulididid & ol
P SR R Fa|
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